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CYBERSECURITY'S FUTURE

SAFE TO HOST CERTIFICATE

ISSUED DATE: 25 August 2025

UNIQUE CERTIFICATE NO. : TAC/2025-26/HUDCO/02

FINAL CLOSURE REPORT DATE :25™ August 2025

APPLICATION NAME : Asia-Pacific Ministerial Conference on Housing and Urban Development
ENVIRONMENT USED : Visual Studio - .Net

irll;?)fllnglljgll\; OF THE : https://10.100.10.179:8085/

gﬁg&%ﬁ?{:}; URL OF THE : https://www.apmchud.org/

IMPLEMENTED WEB  Yes

APPLICATION FIREWALL

HASH VALUE :02651eca5b881235c1¢c3335b0022eb182acd75a11b43ccb8c3388c9ee7eb6b422
AUDIT TENURE : 27" June, 2025 to 25 August, 2025

TESTED ROLES : Official Website.

AUDIT PERFORMED BY

NAME : Kunal Negi

EMAIL : kunal.negi@tacsecurity.com

MOBILE NO. : 7838658586

CERTIFICATE VALIDITY : 25™ August 2025 to 25 August 2026

CONCLUSION
Auditing for ‘Asia-Pacific Ministerial Conference on Housing and Urban Development Website’ (apmchud.org) was done on 25
August, 2025 as per the CERT-In Audit guidelines, by TAC Infosec Ltd. as per the scope received on 27" June, 2025.The
application is free from OWASP v 4.0.3 (and any other known) vulnerabilities and is safe for hosting. The clearance for the above
website is given into consideration that the OWASP (and any other known) vulnerabilities do not exist in this website. Any
unapproved changes to the application will void the certificate. We are granting write permission on domain/upload.

RECOMMENDATIONS
Ensure all data transmitted between clients and servers is encrypted using SSL/TLS, and disable weak ciphers and protocols.
Enforce strong password policies, require multi-factor authentication, and expire sessions immediately after credential changes.
Prevent exposure of system information by hiding server details and applying all necessary security headers. Validate and
sanitize all user inputs to prevent malicious data from affecting the system. Limit cross-origin access to trusted domains and
block unauthorized embedding of the application. Keep all software and dependencies up to date, apply the principle of least
privilege, and conduct regular security audits and penetration tests.

HOSTING PERMISSION
Site may be considered safe for hosting with Read and Script Execute permission only. Megha Trimukhe
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